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Cross-Border Data Transmission: Low-Cost Compliance Suggestions
for SMEs

1. Introduction:

With the successive promulgation of the Cybersecurity
Law, Data Security Law, Personal Information Protection
Law, and their supporting regulations, compliance require-
ments for cross-border data transmission have become a
task that Chinese enterprises must take seriously. Specifical-
ly, enterprises with a need for Cross-Border Data Transmis-
sion (for example, overseas companies investing in and es-
tablishing production or trade enterprises in China, cross-
border e-commerce stores, etc.) should establish their own
cross-border data export compliance system in accordance
with these legal requirements. However, the issue here is,
how can companies with relatively small data outbound vol-
umes, especially for these small and medium-sized enterpris-
es (SMEs), act according to their needs and strive to set up a
data outbound compliance system that meets the require-
ments of regulators at the lowest possible cost?

Il. What is Cross-Border Data Transmission?

In practice, owe to the complexity of business opera-
tions, many data processing activities, even if the actual data
is not directly transmitted overseas via methods such as
email, may still constitute what Chinese regulatory authorities
recognize as cross-border data transmission. The examples
of the above-mentioned scenario include: data processors
transmit and store data collected and generated during do-
mestic operations to overseas locations; or data processors
collect and generate domestically stored data while granting
overseas institutions, organizations, or individuals’ access to
retrieve it. Here are some common scenarios:

e Domestic enterprises transmit data to overseas
recipients (such as its parent company or business
partners) via certain information carriers (e.g.,
email);

e Overseas enterprises without a physical entity in
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China collect and use customer information from
within China for cross-border business.

e Domestic enterprises use the unified information
management system of their multinational group,
and overseas group members access and collect
domestically collected and stored data through this
system;

e Domestic enterprises use services provided by
overseas companies (such as international version
of Microsoft 365 and Slack), resulting in cross-
border data flow.

lll. Compliance obligations

Pursuant to Chinese laws and regulations, enterprises
transmitting data abroad should meet one of the following
conditions: (i) pass the security assessment organized by the
Cyberspace Administration of China; (ii) be certified by a spe-
cialized agency for protection of personal information in ac-
cordance with the provisions of the Cyberspace Administra-
tion of China; (iii) enter into a contract with the overseas re-
cipient under the Standard Contract formulated by the Cyber-
space Administration of China and file the contract with the
Cyberspace Administration for record.

The legislator has stipulated the circumstances under
which a data security assessment must be conducted with
respect to specific subjects: (i) where a data processor pro-
vides important data abroad"; (i) where a critical information
infrastructure operator or a data processor processing the
personal information of more than 1 million people provides
personal information abroad; (iii) where a data processor has
provided abroad personal information of 100,000 people or
sensitive personal information of 10,000 people in total since
January 1 of the previous year.
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IV. Compliance advice for ordinary small/medium-sized
enterprises

Many small/medium-sized enterprises do not necessarily
face the problem of a large amount of outbound data, which
does not even involve critical data or key information infra-
structure and is typically within the range of personal infor-
mation. For these enterprises, it is recommended that they
first conduct self-checks in accordance with the following pro-
cess:

. Does the data provided abroad contain important
data?

. Has the enterprise been notified by the competent
authority that it is a critical information infrastruc-
ture operator?

° Does the processed personal information amount
to one million people or more?

° Has the enterprise cumulatively provided abroad
more than 100,000 people's personal information
or more than 10,000 people's sensitive personal
information since January 1 of the previous year?

If the answers to the above questions are all negative
after self-checks, it is recommended that the enterprise may
choose to sign the Standard Contract formulated by the Cy-
berspace Administration of China with the overseas data re-
cipient and file the contract and other prescribed materials
with the Cyberspace Administration, so as to satisfy the com-
pliance requirements for outbound data transfer.

! "Important data" refers to data that, if tampered with, damaged, leaked or
illegally acquired or illegally utilized, may endanger national security, eco-
nomic operation, social stability, public health and safety.
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About Shaohe Law Firm £ T34

Shaohe Law Firm is a full-service Chinese law firm with local expertise and global reach. Founded in 2007,
Shaohe Law Firm has become one of the most trusted legal service providers for foreign, especially European,
business in China.

" Shaohe Law Firm is a PRC-licensed law firm. We support clients in negotiations with Chinese
counterparts, deal with government departments and represent clients in Chinese courts and arbitration.

. Shaohe Law Firm provides full range of legal services to foreign companies entering and developing in
China.

. With more than 20 international and local lawyers, Shaohe Law Firm is one of the largest German-

speaking law firms in the country.

. As an independent law firm headquartered in Shanghai, we support you all over China and cross bor-
ders. We maintain a close cooperative relationship with other local firms in China and in other
jurisdictions.
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Welcome to follow our WeChat account where
you will find the updated legal insights and news.
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