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Personal Data Protection during COVID-19 Control and Prevention

Throughout the course of intensive epidemic
response, large amounts of personal data
(such as names, mobile phone numbers, resi-
dence addresses, etc.) have been leaked,
causing great distress and harm to all involved.
On one hand, individual citizens are disturbed
by the collection of their personal information
organized by communities, employers and au-
thorities, because they do not know whether
the information they submitted will be protected
properly. On the other hand, enterprises are
engaged in a balancing act, as they must im-
plement epidemic prevention measures and
control obligations for production resumption,
but must also be careful to avoid overstepping
the red line of personal information protection.
In early February, with regards to personal data
concerns and epidemic response measures,
the Cyberspace Administration of China issued
the “Circular on Ensuring Effective Personal
Information Protection and Utilization of Big Da-
ta to Support Joint Efforts for Epidemic Preven-
tion and Control” (hereinafter referred to as Cir-
cular)” .

Below, we briefly detail the matters related to
the collection and utilization of personal infor-

mation during the epidemic. Enterprises that
abide by data and epidemic regulations will be
able to endure difficulties without violations of
any regulations.

I. Definition of Personal Information

Defined in “Personal Information Security Spec-
ification”, personal information refers to all infor-
mation which can be used independently or in
combination with other information to identify a
natural person or uncover the activities of a nat-
ural person. Personal information that may
cause harm to personal or property security, or
is likely to result in damage to an individual's
personal reputation or physical or mental health
or give rise to discriminatory treatment, once it
is leaked, unlawfully provided or abused, is
called “personal sensitive information” and re-
quires a higher level of protection.

Although the “Personal Information Security
Specification” enumerated types of “personal
sensitive information”, it can be ascertained
from its scenario-based definition that what kind
of data will be considered as “personal sensi-
tive information” requires the personal infor-
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mation controller’'s confirmations according to
the consequences of information release. For
example, leaking the personal information of
returnees from Wuhan, diagnosed patients of
COVID-19, suspected patients and close con-
tacts may lead to harassment, abuse, threats
and other illegal acts, thus “very likely to give
rise to damages to personal(including family
members) reputation, physical and mental
health, as well as discriminatory treatment”.
Therefore, the controller is required to protect
the personal information of these specific
groups in accordance with the standards apply-
ing to “personal sensitive information”.

Il. Subjects of and Legal Basis for Personal
Information Collection for Epidemic Pre-
vention and Control

According to the “Cybersecurity Law of the
People's Republic of China” and the corre-
sponding national standard “Personal Infor-
mation Security Specification”, the general prin-
ciple for collecting personal information is
“notification from controllers & consent of the
personal information subjects”, especially for
sensitive personal information, which may only
be collected with explicit consent.

On January 20, 2020, the National Health Com-
mission issued Announcement No. 1 to incor-
porate COVID-19 into Class B of infectious dis-
eases as stipulated in “the Law of the People's
Republic of China on Prevention and Treatment
of Infectious Diseases”. Furthermore, the Com-
mission adopted Class A measures for the pre-
vention and control of infectious diseases. Sub-
sequently, some provinces, autonomous re-
gions and municipalities initiated first-level re-
sponses under the pretext of a major public
health emergency. Therefore, all government
departments and entities are taking corre-
sponding measures in accordance with relevant
laws and regulations such as the “Prevention
and Treatment of Infectious Diseases Law” and
the “Regulation on Responses to Public Health
Emergencies” policy. Accordingly, disease pre-
vention and control institutions as well as medi-
cal agencies are obligated to report epidemic

related cases[1]. In addition, every entity or in-
dividual is obligated to cooperate with relevant
state organs in the prevention and control of
infectious diseases, which includes investiga-
tions and information collection related to the
infectious disease, “No entity or individual may
conceal, delay the report, or make a false re-
port or hint any other person to conceal, delay
the report, or make a false report of any emer-
gency[2]”. Therefore, the people's government
may authorize departments, institutions, organi-
zations and individuals besides public health
administrative institutions, disease prevention
and control institutions and medical institutions
to collect and analyze personal information re-
lated to epidemic in response to public health
emergencies.

As special laws prevail over general laws, the
epidemic-related collection of personal infor-
mation on the basis of the “ Prevention and
Treatment of Infectious Diseases Law” and the
“‘Regulation on Responses to Public Health
Emergencies” can occur without the related
parties’ consent. In addition, by reference to the
“Personal Information Security Specification”,
the collection of data “related to the fulfillment
of personal information controllers' obligations
under laws and regulations”[3] or “directly relat-
ed to public safety, health safety and major
public interests” does not require the subject’s
authorization and consent. On January 20,
2020, following the National Health Commis-
sion’s issue of Announcement No. 1, the Na-
tional Information Security Standardization
Technical Committee  promulgated the
“Information Security Technology — Guidelines
for Personal Information Notices and Consent
(Draft for comment)”, which ruled that data col-
lection measures related to “strengthening the
prevention and control of specific epidemics
which can cause human infections at ports,
sampling the suspected case to conduct patho-
gen monitoring and registering his/her personal
information in detail, etc.” do not require the
subject’s consent.

Based on the above analysis, we can more
clearly understand Article 1 of the Circular: Any
entity or individual other than an institution au-
thorized by State Council’s health department
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in accordance with the “Cybersecurity Law”, the
“Law on Prevention and Treatment of Infectious
Diseases” and the “Regulation on Responses
to Public Health Emergencies” shall not collect
or use personal information without the consent
of the persons whose information is to be col-
lected on the grounds of epidemic prevention
and control or disease treatment. Enterprises
may collect personal data related to the epi-
demic situation as required by the local Centers
for Disease Control and the people's govern-
ment without the subject’s consent, however, it
is highly recommended that enterprises notify
relevant personnel of the purpose, collection
method, scope, security measure, storage peri-
od, etc. of the collected information.

lll. Requirement to Comply with Relevant
Protection Regulations while Collecting
Personal Information for Epidemic Pre-
vention and Control

The collection of personal data related to epi-
demic prevention and control by authorized in-
stitutions in accordance with the law does not
require the consent of the information subject.
However, these institutions’ are not relieved of
their responsibility and obligation to protect col-
lected personal information.

1. Principle of Necessity and Minimization

Article 2 of the Circular, “Personal information
necessary for epidemic prevention and control
shall be collected by reference to the national
standard ‘Personal Information Security Specifi-
cation’, in adherence to the minimum scope
principle. Collection targets shall be limited to
key groups such as confirmed patients, sus-
pected patients, and close contacts. The popu-
lation of a particular region shall not be targeted
in general, so as to prevent de facto discrimina-
tion against specific groups.”

2. Prohibition of Changes in the Purpose and
Utilization of the Collection

Article 3 of the Circular states that “Personal
information collected for epidemic prevention
and control and disease prevention and treat-
ment shall not be used for any other purpose.
No entity or individual may, without the consent
of the personal information subjects, disclose
their personal information such as name, age,
identification number, phone number, and
home address to the public, unless anonymized
as necessary for joint prevention and control”.
Collected personal data shall not be used for
purposes other than epidemic prevention and
control; and even when it is used for epidemic
prevention and control, it must be anonymized.
In addition, when the epidemic ceases to exist,
the stored personal information shall be deleted
in accordance with relevant regulations.

3. Take Strict Leak Prevention Management
and Technical Measures

Article 4 of the Circular states that “An institu-
tion that collects or is in possession of personal
information shall be responsible for the security
of personal information and adopt strict man-
agement and technical protection measures to
prevent theft and divulgence”. Policies guaran-
teeing the protection of personal data hold for
the data’s entire life cycle, including collection,
use, transmission, transfer, sharing, storage,
deletion, etc. Therefore, any person or entity
that may obtain or access personal information
under the auspices of epidemic control must
uphold their obligation to prevent data leakage,
abuse and loss. The personal information con-
troller shall formulate strict access control
measures in order to protect personal infor-
mation through technical measures such as
encryption, and to defend database auditing
from attack, theft, abuse and leakage. Enter-
prises can take this opportunity to investigate
their network information systems and internal
data management for loopholes. Precaution is
best, when preparing for personal information
protection and network security issues brought
by remote collaboration and office networks.
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[1] Article 12 of “ Law of the People's Republic of China on Prevention and Treatment of Infectious
Diseases” :
All units and individuals within the territory of the People's Republic of China shall accept the
preventive and control measures taken by disease prevention and control institutions and medi-
cal agencies for investigation, testing, collection of samples of infectious diseases and for iso-
lated treatment of such diseases, and they shall provide truthful information about the diseases.
Disease prevention and control institutions and medical agencies shall not divulge any infor-
mation or materials relating to personal privacy.
Article 31 of “ Law of the People's Republic of China on Prevention and Treatment of Infectious
Diseases” :
When any unit or individual finds an infectious disease patient or a suspected one, they shall
promptly report to the nearby disease prevention and control institution or medical agency.

[2] Article 21 of " Regulation on Responses to Public Health Emergencies " :
No entity or individual may conceal, delay the report or make a false report or hint any other

person to conceal, delay the report or make a false report of any emergency.

[3] Art. 5.6 a) of “GBT 35273-2020 Personal Information Security Specification”.

10F Jinmao Tower | 88 Century Avenue | Pudong New Area | Shanghai 200121 | China | +86 21 5010 6580 | shanghai@cn.luther-lawfirm.com



Luther Law Offices | &8I M=% % fr

BEEHEFRNMNE BRI EMER

FEAE 2 B GRS RS L RE T, A3 A4k
TZEWA. FHSH. P AN NG SR
Flf, XEEAEM RN R EFGE R TR
i, —Jrim, fFNARAMEBEgEAEX . Bir
WA N Bt A2, ARETEIEN ANF B H
FRE LA HJrm, ATy, BEEESE
TPz XS HFEL, AR T MNE B R 1
Zrek, WRAnEWEE K. xR ANER
W AR AL I R AE B, 2 AW e A5 I A T
COR Tl A N A I RGP A R e ST 0K B W4
TARRIEEDY  CRAURfRAR « CGlEFd 7O o

FELE, BATHZENE oA N5 S B s AR %
HUGHAT PP, A B B Al AvE S i
PRI IS S o

— PANERHIEX

7E (GBT 35273-2020 Af5 B4 #E) (LA
TR C M ABELZEME) 7)) B, MAFEE
FEfR AR a5 HARE B4 SRR E BN
St B BURE 2 H AR TGS DL SRR B ok
— B EE . ARV PR HE I AT Re fa N B R R
4, MEFEANNGE. GO RS2 B0 E BB
PERFBENNNEERANANBUREE, FEES
o IR o

B (NG R %) A ANBURE W
BEAT AR, HE H s CAT LR A
P NAE BB E N NS .
S PR B AR AT RE 1375 TPRE B T (0 e SR EEATIZ —
FIrE. PLEDUR 2 N, BE i R i B, Bk
AR 51 e D A (S N AR B, RSB B
A, FHLSHE, FKEAHEER —EEE, %5
TR R Z AR A BRI S A AT,

SN

N=N=i]

B,

M “Be o REAN (BIERN) 275 FO g
SR E S ERRE” o B EA NG B
BRAZHEAR D NS B “DABURE R fbs
HEREAT IR

= AERBBIEA PR NG B F A R K
¥

MRAE P e N B AN [ R 4 22 4k KA b
AN NERZEME) » SR NE B — R
WS F+ AR, JCHZRAN NBURE B, MRS
W7 A AR R I AT 42 -

202041 H20H, ER PEERALISAE, #
PR AR B R g N (A N R LA 4%
JeRBIRTERY B 1 LR YR, R e g
PRI  FEdls . b5 &E . HRX. BT
JA BN ERIER AL P AR — R R, Rk, B
SR N X A v - O SR SN e o G e e
) v (CRRAILTEEMER G A
e KB MG . Forp, DRetass, B by
FEHINLA . B2 yT LA H A A R R 1 4R 5 5%
[1]. 7 4b, AP FIAN NF S B4 B 5 A %
WG ¥ 4% Jelii A R AR, X ass 514E %
WA R RE BRAE,  “ARFT AL AL
DEATH P LAEZ” (2], BIUbal DLE RN AR
BURFTE N JE R AR, AT DAL BAAT B
3 TS 28 L RG R B 7 WA Z AR B3 T T LA
M NN, HE BT T

M TR ANEDL T — %k, PIRSE (h AR
SERE AL QBB o (CREAL AR
B BB S BB A R NG R T
A EANFERE. (PAEREZENE) FhM
SEWCERE “ 5 NG B BATE R E I 3L

10F Jinmao Tower | 88 Century Avenue | Pudong New Area | Shanghai 200121 | China | +86 21 5010 6580 | shanghai@cn.luther-lawfirm.com



Luther Law Offices | &8I M=% % fr

FHRN” U “H5Awes, DARSE, ERA
SR a A G MAE B LEF AR MANEEE
RRRRLE B . 7E20204E1 H 20 H [ 5 DA 2 KA 1
SAENHKR, EEERREWERERTZ RS
M7 EERLEEARN NG A MEEIRE (kK
EAAD ), HA gz ilhnineg R A
JRYVRE E TR, TR 51 R EAT 0 S
AR, PRSI HA NG BT NBIERHE R T
NG

BT LR Hr, JATAT CLE NS s B AR (R
FAGFS NS 2R FH B SR % AR
BN 55155 “FBirE 55 B AR AT 1k (h
N RIERN E 2 22 429 (AR N IRIL AN E 1% G
WPINAEY  (RRAFL PSR ZKG) AL
BURAL, oAb AR AT A RIS NANS LABETE B2 . 9%
WBTia N H, KA FRBCEERME DN G
B 7 B AR il NIRBURZESRIL
A AL 5 B RIS NAB BT AN EALASE
BERMFEE, B EAT & F 55, il
FHEA RS R RN BICERE S HK . J7a
B DA S ORI A7 Gl PR

=\ AEBHEERENNE B RET KRR
&

HRIE AR BN SR 5 B DI AR G IS N
EEEFRARE L ERFE, EIFA BRI RY
PR N A A5 BB TR 55 .

1. DEME. H/MEE R

gy 22z “HERBBIKIZITL RN
RN S I E R (DAEEZEME) , 155
f/NE R, SRR RN B IR Tafi2 . B
H WOV S E RN, BN R E M X
IR A NI, B3 LT O Ry 5 BN 2 5 F
Mo 7

2+ MRS B ATHTE

CEEI) B35 “ONREIEPIE. RMPTaIE
A NEE, AT HAMAE. EA A AN A
REFPWEERFEFRE, AMEAIHES. Fie. B0k
S ARSI, FEEASEN NG, RIERBER
IR, HadREseHEmnERss. 7 5%, 1K
EANEBABE R TRE B = UG i B
MTBEE G, WNEEAT BB R ok, R
PEHRERS, NSRRI NG B AL HE T DA
B o

3 SREU™ A% B B THE R B BN SRS Tt

CEFn) 2azk: “PEREREDNEBRIHM
ZOA NGB LRI 05T, RIU™ 4% & 2L
BRI 80, Piibgeeiie. gottd. ” PAGER
RIS o B i 2b am Y (s A Ak
Feib. 3L, il MERSED IR i
AEAT AT DASRE. b A A5 2 AN 53 A B AL AT B
IEME R . WH. RRM S, A NGB
i, N P U IR R O, BN AL
1 P T SRR T BN AN BT BRI, BT
s B B B AL Btk . Aok mr BLAS AL
23, X E ORI L5 R G A A 8 B R gt
ITHURHEE, HIEIRR, B, Az s
ERIp oy SRR UM R B NAE B ORI R 2% 22 4
PRECRI S, WEARTE. WITHR

(1] e NRIEAE AL YR Biiais) 55+ 5%

A AN BRI [ 508 N ) — 1AL RIS N, a6 2045 32 T
TR RN BT AU R QYR A . K. RERE
A BEEIR T TR RS, SR RO R
TRPT R BEIT ML A1 R 3 A NERFARI A R 15
B BRL

Btk ARTEALRIAN R IUAL Bt N B SRS G
NI 5 S22 K IR i B 3 PR3 T 42 ) BT A B 7 LA
et

(2] (RRAILPAERMAMZHRE) F=5 R&S5EEAm
o —%:

HABRMAINARETH | AEREH. FR. RIRNER
B, ER. k.

10F Jinmao Tower | 88 Century Avenue | Pudong New Area | Shanghai 200121 | China | +86 21 5010 6580 | shanghai@cn.luther-lawfirm.com



Luther Law Offices | [ 8h Al 1R I = 55 By

WA Z4LPiP#ER / Guideline on Remote Working Security

20204E3 A 13H & E {5 B 2 s BORZ R RAS A R A 1 _ (2% 2 bt S i i — e s
Ipoe i) CBURTRIRR “ (ZEPirdRemE) 7 ), Aol “ZBa” o AR bR .
“HUT T SRt AR R

NITER AW, B CLERPIRRE) FmiEs A R R R A AR, BEIELEfE A el
AT AR A Al

b IRE
L IEREDRRFX

ARG RENEA TS, RGAASGLERT, AGENZERES,

2. HIRZENKE

Ko it 7% B MBUR B EA G, @REMARGH S ZaR, SATIER Al 7 T
FUIA L A
HeAREV FATITREIMA MR 25T 6, AT RER 0 Bl i) B B I BE 7T -

3. RENKE

FTRERAL R AT Btk gE XS | Z R AR, IR SATIE R A R A R T B A B, AEENE R A
FINIZRES RO Aooll R 2% RGN, TR R B B B, R FE e e, AR R
PR

4. PAERIRIFXBE

R T FH AT IR ARSI RGRITRr DhRE (A, AIEES . ERE LS WAPUEEIRSE) |
AReEE . A A TER P NEE (B, e, Bl EEES. Sk
5t YRR EERSE) .

5. MESBEXEE

HAE I, EEER R B | Al oy TR AR IR R GEIE R A R 2% AT A

BT Y XU

TP E e AEAT WREIMA RG] REE BRI (Bln, A R4S LD

6. IEXE

0 28 AR RITER {5 F B XU TREIP N TBEAEE R A I AT . BRI, KM% 2l e

R 0 2% 368 155 R P BE 0055 o

BN R Blagier | AP RSB SRR 2%
B B 2R B S X

7. ASSIEEMEN G

BN T mRE TP A AR ST | EREIP A RGBT ViR AR N BRI AN A -
e R 55 (1 22 4 XS

8. ARNXp

TREII AL 55 RGERG I | Ak ot TAE R A BE T 2 A RS BUR ™ M s A A B R, I Z 4 X

& e, B, K. TS A,
S8 Al B T P AT RS 14

10F Jinmao Tower | 88 Century Avenue | Pudong New Area | Shanghai 200121 | China | +86 21 5010 6580 | shanghai@cn.luther-lawfirm.com


https://www.tc260.org.cn/front/postDetail.html?id=20200313141548
https://www.tc260.org.cn/front/postDetail.html?id=20200313141548

Luther Law Offices | &8I M=% % fr

BEXT LR RS, SEATIERETR 2 B Ak AT DOME B SR RS TR HL LA T 2 A 4 it -

1 L 1. I ANEKRDT
- AR % B 2% RGBT 22 4 KR 0T, WIRAATFH TR A ok %5 . SRR % A%, LK
® M2 AR
= 1. 2. ITFED N R GFIER
PSS Cris
R a) NEAEEHNANRRE , SIEEFRTRLTSEM. MR, MEERPSSE ;
b) MAMHEEENARANEZEY , KR TRZEERERTENARS , ENERTENIARASH
BLSEFAPENTAY. SURERAE. wraehs
0 HSERETEHEREZSHENETETS  ATSEBEENIARA.
1. 3. ISR
STATIERR I H Al
a) RHSEEIARSEAASTENINRS;
b) NFRBTENARARESTE WL, SEGEHTE. BSOS EEE ST
I#,
o) RHIBERENARLEHNEINNTEURNETRE , ESFRN TR ;
d) RARESTSIENEEY | $IESH SIREE ;
o) RIERMRTIRAEMHIRS , fill  EEFATE. NaPNE , EETENINRAEEET.
1. 4. TR
STATIERL I H Al
a) NAHETEIARLEESE , NEESEERRTIAKERS. BiEXL. BE%e. MEAF
P ZeWE. BERS. ShERERSE
b) RISIETREDAZSBIEAN , ERFRTEIATSHEE , BARPZLER,
2 2. L ImiBD N RRTE
o211 RGP AaER
& | BRSSHR | R IR RGBIHAEGB/T 22239 (SRR ANELRLSERFIFEAER) . GB/T 31168
= | R | (EERLBATHERSRLNER) . /T 35273 (EERSRAPIABERLNE) WAXE
TER A4
TR R GR B TER S UTNREI:

a) NEESHERINEE  RRARAUSIELZSW ;

b) SWEERNEEBRESSAFR ;

o) RISHFINESTVEME. Rt

d) ERWHEE , ERESSARKAEM. HREHITEE.

B I 15 22 4

TRES I B G E 2% BN 5 ThRE Y -

a) NINEFRERIETBERS |

b) NMIRHKESEE. RINBEEEEHMRINZEIREESIEE ;
o) EHifHtAFRERBERSRITIEE.

SCRS P 24

RSN R G E A SR PMETIRER:

a) RISZRINETS TRITELMMESCE TR, 1505 |

b) RERHUR(FERITINEE , MNEEER(F (FlG0 , SCERIMER. E8IF ) #TcR
o) NEFHERTEIWS. BIEFHER

10F Jinmao Tower | 88 Century Avenue | Pudong New Area | Shanghai 200121 | China | +86 21 5010 6580 | shanghai@cn.luther-lawfirm.com




Luther Law Offices | &8I M=% % fr

d) NEEMERERINEE  flin , XKEINES

e) MHEDEHEHRNIRINABATA ;

f) MESEHEHRERES ZeEH TES  fl , REGEARS |
g) ERHSEEHEREINEE ;

h) EXSSAER EH TR,

YN

LREIP A RO DR TR

a) NEBNEEDARRRIHTREHZ , fIUl , BREEERER. RAEREH%Z ;
b) NEZSMHGIE. MIREE. WMAGE. HMFEE, MENESZEREE

c) {EVIRERRTSRISURETRERT , REREEL.

2.1.2. | NHETZ4Ae

BWE | mfidr A RGBT

PIE | o) fESETNERLTIERERHNTES , fitn , DrEsien. Eilssmmnss ;

b) RHEFIRSINENRLNE , fin , BLERGE. STa%;

¢) BISEFHSERIEASIE ((IEERRTEIES . DX, SRR, BEX. BHX
PR ) TR | U0, GEFBINEETRAE. RRIVEERA

0) HRFSHLIIEE , FIl , EELEEHeNERA ;

o) BHEFIRSIN , Flll , EREZRN (11S) . EERRSMN ( PSec ) Z , (HPERRIRE
MR ;

r) BEEAIREENLE , AYFERSTRF BTN ATREEE ;

o) EEFASEELITENERSHIHTE ;

h) EESEEHBRIECEEE ;

|) EERRLEN , fin, TeRRs,

D I 22 4

TFRI A RGBS

a) NfERRERINIERA% , BRI

b) MEETEMUANRBIFI=EEED ;

c) HEEABF®&. Cookie, EFRIINEINGE ;

d) EESNGEEE. TROBRSEMNAS8IE , PICESEG. ¥ RIRER. NEMiziT.

2. 2. Az

JATIRFEIP N B Al s
a) REEIERTEEDREGHEEEG , SIEEEAPIRERE. ERERAFUR. MAf Ak
ISR ;

b) RIXSARPFRIEIENARERISR/IMUR , ZEIEAFIKSHE,

2.3 WHRGLAE

JATIZFEIP N B Al s

a) MIDWEREE , AR SEEHHTRE

b) MFE—EETAEDA WSS | &/IMEFF RIS FrFRRS RO

o) RHHPWSREZEEL , WHIRIEXZ ST RS ;

d) EFFEXHENT AR TIEONT R AR E R TA.

10F Jinmao Tower | 88 Century Avenue | Pudong New Area | Shanghai 200121 | China | +86 21 5010 6580 | shanghai@cn.luther-lawfirm.com



Luther Law Offices | [ 8h Al 1R I = 55 By

2. 4. HERE

SEAT TR Aol

a) NIEIRHITORDR ;

b) EIREHIERIHRHRE ;

o) HIRFIRBFEERESEHERTSRETE |
d) ERHEEEERITE.

2.5. PAEBERP

| B0 i BEEIEGB/T 35273 (fEBRERAMABERESNE) EXEFIALSE.

2. 6. BlERE

SEAT IR TR A Aol
a) NfEFRZEY , FlE0  EMETEMY (TLS ) . EUFMREMK (1PSec ) F , RIPISEGHE
BEYRE SR

b) EEBEIETIRENREEH TSI,

2.7. Hitee

AT IERE SR WA SEFE IR A0 R GEHEAT e ax e vt d T N A AR AR AN IR T 0 SR (A L U i
PR R A B 4%

B LR BEAMIBORER,  SRAT IR IO (O Albade B 2k )i 2 B3 A P R #e . Bl A7 i
EELN A, g esii:
a) NHERAFEEIREREE TIERRYE. K0P, FRAES
b) NHBRBFEEREXRBTREEE  fIdl , XRIAHEXM. ERAERNIKSS |
) RIX TEAXMHITRSER
d) FNERARKEHTIZEDA
o) ERXAFEAEREERIEC.
ol A T2 P
a) RRAEW (WMEE) EENTEER. i, GIEEEE
b) BN ARG FHOUS
X IEL,
a) NIfEFIIREES PIRMAIEM | FRATEREIRE ;
b) BEEEHRPHEREMIIRER LI,
FEnILp, H:
o) FENERERETEDAREMER , NEILTEDA |
d) FRAEATUREIRE |
) RRERARERIMNG , fliN , TASHATFOASHITLMES ;

f) BEINREFEESE , B0 ERhERE.
iVAE

a) NIfEFRO<S  FHEHREH

b) MFFEARBDIHEFRAIXEG ;

c) RIfERRIIAHRAE | B EER AR |

d) NMERTEDARSKE , MRS ;

e) AROBFREABRRIHEHE. XEF

) RRHSTEEERSSREIRRNRERALANE ;
g8) FRHGIRE. WSEEFRASMALLR

h) EfRDARSERS AR NFHERE.

10F Jinmao Tower | 88 Century Avenue | Pudong New Area | Shanghai 200121 | China | +86 21 5010 6580 | shanghai@cn.luther-lawfirm.com

10



Luther Law Offices | Fi 28I 1 fi = %5 By

Your Contacts

ZHANG Yuhua Philip Lazare

LL.M. (Nanjing & Gottingen)

Associate Attorney-at-law (Germany), Partner
Commercial & Distribution Law Corporate / M&A

E-Commerce Tax Law

Cyber Security & Data Protection

+86 21 5010 7526 +86 21 5010 6585
zhangyuhua@cn.luther-lawfirm.com philip.lazare@cn.luther-lawfirm.com
Languages: German, English, Chinese Languages: German, English

10F Jinmao Tower | 88 Century Avenue | Pudong New Area | Shanghai 200121 | China | +86 21 5010 6580 | shanghai@cn.luther-lawfirm.com

1"


mailto:qinanqi@cn.luther-lawfirm.com

