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Dear Sir or Madam,

On 30 July 2021, the PRC State Council, 4 years after the draft had been published, finally adopted the Regulations
on the Security Protection of Critical Information Infrastructure (“Cll Regulations”). They will take effect on 1
September 2021. The CIll Regulations provide more detailed and practical guidance than the stipulations of the PRC
Cybersecurity Law regarding the scope, identification rules, obligations of critical information infrastructure operators
and corresponding liabilities in case of violation of critical information infrastructure. Please find below a brief of the
new regulations.

Kind regards,
CMS, China

The PRC State Council on 30 July 2021 finally adopted the Regulations on the Security Protection of Critical
Information Infrastructure (“Cll Regulations”). They will take effect on 1 September 2021.

1. Background
The PRC Cybersecurity Law (“CSL”) introduced the concept of critical information infrastructure (“CII”) and
emphasizes that stronger protection shall be provided for Clls, but does not provide detailed measures for
carrying out such specific protection. The scope of Clls and detailed measures for protecting security of Clls shall
be formulated by the State Council afterwards. The Cll Regulations were published for public comments already
on 10 July 2017. It took four years until they were now officially promulgated on 30 July 2021. The ClII
Regulations and the CSL establish the overall structure of identification and supervision of Clls and clarify specific
obligations of critical information infrastructure operators (“ClI10s”).

2. Key Aspects in the Cll Regulations
The CIlI Regulations cover the following key aspects:

— Overview of the Cll Regulations;

— Identification rules for Clls;

— Obligations of ClIOs;

— Guarantee and Advancement of security protection for Clls;

— Liabilities for violation of Cl1Os’ obligations.
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Overview of the Cll Regulations
a) Definition of Clls

According to Article 2 of the Cll Regulations, Clls refer to key network facilities and informational systems in
important industries and sectors such as public telecommunication and information service, energy, transport,
water conservancy, finance, public service, e-government and science and technology industries for national
defense, which may seriously endanger the national security, national economy, people’s livelihood and public
welfare once they are subject to any destruction, loss of function or data leakage. Compared with the
definition under Article 31 of the CSL, the Cll Regulations add one additional important industry, i.e. science
and technology industry for national defense, and clarify that the objects of Clls are important network
facilities and informational systems. This seems to imply that even if the business system of an enterprise is
identified as a CII, this does not mean that other systems of the enterprise, such as employee system,
financial system and other operating systems of the enterprise which are not associated with the main
business system, are automatically identified as Clls accordingly.

b) Competent authorities

Article 3 of the Cll Regulations clarifies the responsibility of relevant authorities involved in the regulation of
Clls. The national cyberspace department will coordinate the interaction of different authorities. The public
security department under the State Council is responsible for guiding and supervising the security protection
of Clls. In addition, the telecommunication department and other relevant departments under the State
Council will be responsible for supervision and management of security protection of Clls within the scope of
their respective duties in accordance with the relevant regulations and laws. Further, relevant departments of
the provincial governments shall supervise and manage the security protection of Clls according to their
respective duties. Therefore, if certain network facilities or informational systems are identified as Clls, they
will be subject to various regulations formulated by the above different authorities.

Identification Rules for Clls

Article 8 of the CIl Regulations provides that the supervision and management authorities of the important
industries and sectors mentioned in Article 2 (“Cll Protection Departments”) are responsible for security protection
of Clls. According to Article 9 of the Cll Regulations, the respective Cll Protection Departments shall formulate
the identification rules for Clls based on the actual situation in a specific industry or sector. Therefore, detailed
identification rules from specific Cll Protection Departments are expected to be formulated in the near future.
Nevertheless, the Cll Regulations provide the following general identification factors and procedures for
reference.

a) ldentification factors

According to Article 9 of the CII Regulations, the following factors shall be taken into consideration for
formulating identification rules:

(1) The degree of importance of the network facilities and information systems to the core business in the
specific industry and sector;

(2) The degree of harm which may be brought once the network facilities and information systems are
subject to any destruction, loss of function or data leakage;

(3) The correlative impact on other industries and sectors.
b) ldentification procedures

First, the CIl Protection Departments shall record the specific identification rules at the public security
department under the State Council according to Article 9 of the Cll Regulations.

Further according to Article 10 of the CIl Regulations, the Cll Protection Departments shall be responsible for
identifying the Clls in their respective industries and sectors in accordance with the formulated identification
rules, timely notify the relevant operators of the identification results and meanwhile report the same to the
public security department under the State Council.

If there are major changes of the Clls which are likely to affect the identification results, the relevant
operators shall timely report to the Cll Protection Departments according to Article 11 of the Cll Regulations.
The CII Protection Departments shall conduct the identification once again within three months upon receipt
of the report, notify the network operators of the identification results and report the same to the public



security department under the State Council.

5. Obligations of CI10s

The relevant network operators who operate the Clls are referred to as the ClIOs and shall undertake
corresponding obligations. Similar with the CSL, the Cll Regulations stipulate that Cl1Os shall establish an overall
cybersecurity protection system and clearly allocate internal responsibility of cybersecurity in case of violation. In
details, the following obligations of Cl1O0s shall be fulfilled according to the Cll Regulations:

a) General obligations
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Designation of a specific security management organ

According to Article 14 of the CIl Regulations, Cl10s shall set up a specific security management
organization and conduct background examination of the person-in-charge and relevant persons in key
positions of the said organization. Further, the public security departments and national security
departments shall provide assistance in such background examination.

For supporting the specific security management organization, Article 16 of the Cll Regulations provides
that Cl1Os shall guarantee sufficient operational expenses and appoint relevant personnel. In addition,
any decision-making process which is related to cybersecurity and information technology application
shall have participation of the personnel from the specific security management organization.

General duties of the specific security management organization

After the designation of a specific security management organ, Article 15 of the ClIl Regulations
specifically provides that the specific security management organ shall fulfil the following duties:

Establishing and improving cybersecurity management, evaluation and assessment system, and
formulating the ClI security protection plan;

- Organizing and advancing the capacity of cybersecurity protection and conducting cybersecurity
monitoring, detection and risk assessment;

- Formulating contingency plans in case of cybersecurity incidents in accordance with national and
industrial contingency plans, carrying out regular emergency drills and effectively handling
cybersecurity incidents;

- ldentifying key positions involving cybersecurity, organizing and carrying out cybersecurity work
assessment, and giving opinions on commendation and punishment;

- Organizing cybersecurity-related education and training;

- Performing duties in personal information protection and data security protection, and establishing
and improving a sound system for personal information and data security protection;

- Implementing security management for the design, construction, operation, maintenance and other
services involving Clls;

- Reporting cybersecurity incidents and important matters as required.
Report obligations

- According to Article 11 of the Cll Regulations as introduced above, ClIOs are always obliged to
timely report any changes of Clls which may affect the identification results of Clls to the CIlI
Protection Departments.

- Article 17 of the CIl Regulations provides that CIIOs shall carry out cybersecurity testing and risk
assessment of the CllIs at least once a year by themselves or entrusting cybersecurity service
agencies, rectify any security problems discovered in a timely manner, and report the situation in
accordance with the requirements of the Cll Protection Departments.

- Article 18 of the Cll Regulations provides that, in the event of a serious cybersecurity incident or
serious cybersecurity risks, ClI1O0s shall report to the Cll Protection Departments and the public
security department in accordance with the relevant provisions.



- Further, in case of merger, separation, dissolution, etc., Cl1Os shall promptly report the same to the
Cll Protection Departments and dispose of the Clls in accordance with the requirements of the CllI
Protection Departments according to Article 21 of the Cll Regulations.

b) Security review on third parties’ network products and services

For purchasing network products and services provided by any third parties, Article 19 of the Cll Regulations
emphasizes that Cl1Os shall give priority to procuring safe and credible network products and services. If the
third parties’ network products and services may affect national security, the network products and services
shall pass a security review in accordance with relevant provisions regarding national cybersecurity.

In addition, Article 20 of the Cll Regulations provides that Cl1Os shall enter into security confidentiality
agreements specifying the provider’s technical support and security confidentiality obligations with the
provider for purchasing the network products and services. Further, the CIIOs shall supervise the
performance of the relevant obligations.

c) Cooperation with cybersecurity inspection conducted by relevant authorities

Since the Cll Regulations aim to implement stricter regulation on ClIl1Os than on normal network operators,
relevant authorities are authorized to inspect the cybersecurity of Clls. Article 28 of the Cll Regulations
provides that Cl10s shall cooperate with cybersecurity inspection and detection conducted by the CII
Protection Departments as well as the public security department, national security department,
confidentiality administration department, cryptography administration and relevant departments in
accordance with the law.

6. Guarantee and Advancement of Security Protection for Clls
a) Prohibition of vulnerability detection test without approval or authorization

Article 31 of the CIl Regulations provides that any individual or organization shall not implement vulnerability
detection, penetration testing and other activities which may affect or endanger the security of Clls without
approval of the national cyberspace department, the public security department under the State Council or
authorization of the Cll Protection Departments and the CIIOs. In addition, the implementation of network
vulnerability detection, penetration testing and other activities on the basic telecommunication networks shall
be reported to the telecommunication department under the State Council in advance.

As a result, any network vulnerability detection, penetration testing and other activities on the Clls without
approval or authorization are likely to constitute illegal invasion of Clls in violation of Article 43 of the CII
Regulations, which may be subject to administrative penalties (such as fines and detention) or even criminal
punishment. Further, the individual who is subject to administrative penalties shall be prohibited from
undertaking key positions related to cybersecurity management and operation for five years, and the
individual who is subject to criminal punishment shall be prohibited from undertaking key positions related to
cybersecurity management and operation for his or her whole lifetime.

b) Restrictions on the relevant authorities

In addition to the obligations of CIlOs, the Cll Regulations provide certain restrictions on the relevant
authorities’ power in order to protect Cl1Os’ legal rights.

- Article 27 of the Cll Regulations stipulates that the relevant authorities shall not charge any fees for
carrying out cybersecurity inspection and shall not require the Cl1Os to purchase products and services of
a specified brand or a designated producer or seller.

- Further, according to Article 30 of the CIl Regulations, any information obtained in the process of the
security protection of Clls by the cyberspace department, public security department, Cll Protection
Departments and other relevant departments, as well as cybersecurity service agencies and their staffs
can only be used for the purpose of safeguarding cybersecurity. The above authorities, agencies and
individuals shall ensure the security of relevant information strictly in accordance with the relevant laws
and regulations, and shall not disclose, sell or illegally provide the same to others.

7. Liabilities for Violation of Cl110s’ Obligations

a) Liability for violation of general obligations



Article 39 of the Cll Regulations stipulates corresponding liability for an exhaustive list of violation
circumstances. The list of violation circumstances covers the general obligations of ClIOs (as stated in above
Item 5 a)) and the specific obligation of entering into a security confidentiality agreement with network
products and services providers (as stated in above Item 5 b)). In case of violation, the ClIOs shall be
ordered by the relevant competent departments to make rectification and given warnings. If a ClIO refuses to
make rectification or cause harmful consequences to cybersecurity, the CI1O shall be imposed with a fine of
no less than RMB 100,000 but no more than RMB 1 million. The persons directly in charge shall be imposed
with a fine of no less than RMB 10,000 but no more than RMB 100,000.

Article 40 of the CIll Regulations specifically addresses the liability for failure of reporting serious cybersecurity
incidents or risks (as stated in above Item 5 a) (3)). In the event of violation of the above obligations, the
liabilities are the same as stated in the preceding paragraph, while the competent authorities are specified as
the CII Protection Departments.

b) Liability for not conducting security review of a third party’s network products and services

If the Cl10s purchase network products or services which may affect national security without conducting the
security review pursuant to Article 19 (as stated in above Item 5 b)), Article 41 of the Cll Regulations
provides that the CIlIOs shall be ordered by the national cyberspace department and other relevant
departments to make rectification and be imposed with a fine of no less than one but no more than ten times
the purchase amount. In addition, the persons directly in charge or other directly responsible persons shall be
imposed with a fine of no less than RMB 10,000 but no more than RMB 100,000.

c) Liability for not cooperating with cybersecurity inspection conducted by relevant authorities

If the Cl110s do not cooperate with cybersecurity inspection conducted by relevant authorities pursuant to
Article 28 (as stated in above Item 5 c)), Article 42 of the Cll Regulations provides that the CIIOs shall be
ordered by relevant competent departments to make rectification. If a CI10 refuses to make rectification,
they will be imposed with a fine of no less than RMB 50,000 but no more than RMB 500,000. The persons
directly in charge or other directly responsible persons shall be imposed with a fine of no less than RMB
10,000 but no more than RMB 100,000. In the event of serious circumstances, the CIIO shall be subject to
other legal liabilities.

8. Conclusion

In conclusion, the Cll Regulations provide more detailed and practical guidance than the stipulations of the CSL
regarding scope, identification rules, obligations of ClI1Os and corresponding liabilities in case of violation. The key
question is whether certain network facilities and informational systems qualify as Clls. However, the exact
parameters are still unclear for the time being because the specific identification rules in important industries and
sectors have not yet been promulgated and the identification of Clls is likely to be determined on a case-by-case
basis in the future. As the identification rules will be formulated by the respective Cll Protection Departments for
specific industries and sectors, we recommend that relevant enterprises engaging in the key industries, such as
public telecommunication and information service, energy, transport, water conservancy, finance, public service,
e-government and science and technology industry for national defense, shall keep close watch on the detailed
identification rules for Clls in the respective industries and sectors.

In case you have questions or for further information, please contact the authors of this newsletter:
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